
ZT4
PLATFORM

FOR BROKERS

Broker
Operations Guide
Run your brokerage on ZT4. Server · Admin · Manager.

ZT4 Platform · Document v2.0 (covers v3.1) · Brokers · 2026-06-15



ZT4 Platform  |  Broker Operations Guide Page 2

INTRODUCTION

01.  Welcome, Broker
The ZT4 Platform gives you a complete brokerage in a box: a full-featured trading server, an admin portal for
back-office, and a manager console for dealers — all in Docker on a server you control.

Release v3.1 adds a copy-trading engine, server-side strategy compilation, inbound webhook execution,
market-discovery endpoints and richer analytics — plus downloadable native desktop clients for your traders.

Your server, your data

One server = one broker, identified by a unique Instance UID — the licensing key that tracks your subscription,
regardless of how many accounts or symbols you run.
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CORE

03.  Trading server — what it does
A .NET 8 / ASP.NET service exposing a REST + SignalR API exposing the familiar trading protocol your clients
expect:

• Account auth (JWT + refresh + optional TOTP 2FA).

• Orders: market / pending / SL+TP / trailing, plus OCO & bracket and ATR/step trailing modes.

• Real-time quote distribution via SignalR; margin, equity, drawdown and stop-out monitoring.

• Bar building across 9 timeframes; swaps, commission, balance operations.

• Copy-trade replication, analytics/journal, discovery and webhook endpoints (v3.0/3.1).

License enforcement

Trading, deposits and withdrawals are gated by your broker license. When it lapses the server returns HTTP 423
on trade / balance requests until you renew — quotes and reporting keep flowing.

BACK OFFICE

04.  Admin Panel
Browser portal for operations. Sign in with the system admin account.

Accounts
Search, create, edit, disable, change/reset password for
any trader.

Symbols
Add / edit symbols, halt / unhalt, spread, swap, contract
size, import.

Groups
Per-group leverage, margin call, stop-out, currency,
demo flag.

Balance approvals
Review pending deposits / withdrawals; approve or
reject with a reason.

Feeds · Gateways · Routing
Configure where prices come from and where trades
route.

Reports & broadcast
Daily / per-symbol / per-account KPIs, CSV export;
banner messages.
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DEALING

05.  Manager Panel
Dealer-facing console for the desk watching positions and dealing.

• Live positions across all accounts with P&L totals; account drilldown.

• Quotes table with live bid/ask, charts on any symbol/timeframe, analytics & backtest.

• Reports: daily summary, per-symbol exposure, account KPIs.

• News CRUD: publish and schedule broker news to clients.

• Change / reset password for any controllable account.

SOCIAL

06.  Copy trading & social
v3.1 turns your book social. Any account can publish itself as a leader; others follow.

• Leader profiles + a Top Traders leaderboard ranked by followers, win-rate and P&L.

• Followers subscribe with a per-follower lot multiplier.

• The server replicates the full lifecycle — opens, closes and SL/TP — to all followers in real time.

• Copies route through the same trade engine, gateways and risk checks as manual orders.
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ALGO

07.  EAs, strategy compile & webhooks
• EA engine: lexer → parser → .ea4 bytecode → VM with the standard indicator/order built-ins.

• EA Studio (editor.zigzagtrader.com): author, compile, test and back-test EAs in the browser.

• Visual strategy builder: clients build no-code rules; the server compiles them to EA bytecode (.ea4) and
deploys them as attachable EAs.

• Inbound webhooks: issue per-account webhook tokens so TradingView (or any system) can POST signals
that execute as orders.

Hosted execution

EAs run server-side against the live feed and route orders through the trade engine — no client needs to stay
open.

MARKET DATA

08.  Feeds & gateways
• DataFeeds: Simulator, Binance bookTicker, Coinbase, Yahoo, REST poller, Manual, plugin-provided.

• Gateways: Internal (self-fill), Mock (configurable slippage), FIX 4.4 (stub), plugin-provided.

• SymbolRouting: per-symbol Automatic / Specific / Filter rules; every fill routes through the resolved gateway
with live throughput counters.

• Discovery compute: currency strength, correlation, screener and an economic calendar are derived
server-side and served to every client.
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EXTEND

09.  Plugins & extensibility
• Upload packaged DataFeed / Gateway plugins via Admin → Plugins; hot-loaded on boot.

• Ships with Coinbase, BinanceTestnet and Echo samples; folder is host-mounted so it survives image
rebuilds.

• Each plugin declares TypeKey, version, author, kind and a factory; appears in the create form beside built-ins.

• Isolated AssemblyLoadContext per plugin keeps third-party code at arm's length.

OBSERVABILITY

10.  Reporting & observability
• Prometheus exporter (/metrics) — HTTP, trading, gateway and feed metrics; Grafana dashboards

pre-provisioned.

• Per-account, per-symbol and daily-P&L CSV exports; client-side performance analytics + trade journal.

• Structured stdout logs; health endpoints for uptime monitors.
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OPS

11.  Deployment, ops & client apps
• Whole stack ships as Docker images; one docker-compose brings it up on a single VPS in minutes.

• Postgres + Redis persistent volumes; migrations run automatically on boot.

• Server, Web, Admin, Manager, SuperAdmin, EA Studio and Landing each a separate image/port.

• Client downloads: ship the native desktop app (Windows / macOS / Linux) to clients straight from your
landing page; web + mobile need no install.

• Plugins and uploads are host-mounted so customisations persist across image bumps.

GOVERNANCE

12.  Security, licensing & getting started
• Bcrypt hashing, JWT access + refresh (revoked on logout), per-IP auth rate-limiting, CORS allowlist, HTTPS

via nginx.

• License-aware audit: every trade carries broker context for compliance review.

• Licensing: register your broker in Admin → License, pick a plan, confirm — license extends immediately;
renewals tracked in Purchase history.

Getting started

Provision a Linux VPS (4 vCPU / 8 GB), set POSTGRES_PASSWORD + JWT_KEY, run the prod compose, sign
in to Admin (1 / Password123), register your broker, buy a plan and share your terminals. Questions?
sales@finteksoft.info.


